
 

 

 

 

 

 

Getac Secure Erase 

Android 

 

 

 

 

 

 
Revision 1.0 

Release Date: 2025/12/23 



 

 

What is Getac Secure Erase? 

Getac Secure Erase is a data sanitization method integrated into the Getac Settings applications 

for our Android devices. The feature is designed to permanently remove all stored data from 

storage devices, including all UFS storages used in our products, ensuring that the erased 

information is unrecoverable and irretrievable. The method adheres to industry standard NIST 

SP 800-88 “clear” and “purge” for secure data deletion, safeguarding the data assets of Getac’s 

valued customers. Please note that the operation is irreversible, and it is essential to back up 

any necessary data before proceeding. 

Instructions 

1. Open Getac Settings and click on “User data erase”. 

 
2. Select “Secure erase” in order to perform the data erasure adhering to the NIST SP 800-

88 methods. When available, system will perform “purge” automatically. 

 
 



 

 

3. Click on “CONFIRM” to perform “Secure erase”. Please ensure all necessary data is 

backed up before proceeding. 

 
4. Please click on “CONFIRM” a second time to avoid accidental activation. 

 
 

  



 

 

5. Factory data is being reset. It may take a while for the system to restart. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Legal Disclaimer 

ALL CONTENT IN THIS DOCUMENT IS PROVIDED “AS IS” AND REFLECTS GETAC’S 

VIEW AS OF THE PUBLICATION DATE. GETAC DISCLAIMS ALL WARRANTIES, 

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ACCURACY, 

MERCHANTABILITY, FITNESS FOR ANY PARTICULAR PURPOSE, AND NON-

INFRINGEMENT. THIS DOCUMENT IS FOR INFORMATIONAL PURPOSES ONLY AND 

GETAC RESERVES THE RIGHT TO UPDATE ANY CONTENT WITHOUT PRIOR 

NOTICE. 


